Infrastructure Solutions

Network and
Security Assessment

No one has to tell you how important
your network is to your business and
the protection of your corporate
assets. And like any other business
investment, you want to ensure its
security and maximize the return on
investment (ROI). Understanding its
health and security is the first step
(and a continual process) to ensure
optimal network performance.
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well is your network performing today
and how well will it meet the future
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specifically, does your network deliver
the reliability, availability, security and
scalability demanded by your people,
partners and most importantly your
customers?

Approach

Our experience in performing
Network and Security Assessments
has resulted in a flexible design that
we adjust to the needs of our clients,
depending on the scope and depth of
the assessment. Our assessments
deliver specific, actionable
recommendations for improving the
performance , reliability and security
of your network, and consists of three
major elements:

= |nitial review of the network

= Comprehensive process of
collecting data about the current
network, policies, procedures and
planned changes
= Detailed written report containing
our findings and
recommendations
The assessment addresses three areas
of your network infrastructure:
network capacity and performance,
WLAN security and network security.
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network architecture to identify
opportunities to increase capacity
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performed include:

= Complete network performance
assessment

= Conduct network assessment
interviews

= Evaluate network infrastructure
and design

= Define future network plans

= Prepare network analysis, rating
and recommendations report

WLAN Security Assessment
The WLAN Assessment ensures
compliance with effective wireless
security policies and identifies WLAN
vulnerabilities. Major tasks
performed include:

= Discover nearby wireless devices
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= |nvestigate rogue devices
= Test access points and stations
= Test WLAN infrastructure

= Prepare WLAN analysis and
recommendations report

= Apply updates and recommended
actions

Network Security Assessment
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Assessment evaluates the security
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technology infrastructure relative to
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= Gather publicly available
information and conduct social
engineering

= Target identification

= Policy and procedure analysis

= Prepare network security analysis
and recommendations report

Benefits
The Network and Security Assessment
can encompass all aspects of a
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infrastructure or focus on security
exposures associated with external
access of the IT environment.

In many cases, S Y K S N¥etyvariQ &
and Security Assessment identifies
opportunities to improve capacity,
performance and/or security with
minimal or no additional investment.
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